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PART I: INTRODUCTION & 

STRATEGIC FRAMEWORK

1.1 The i3Cert Philosophy of Integrity

1.2 Document Scope & Compliance Mandate

The International Institute for Innovative Certification (i3Cert) establishes this 
Global Accreditation Document (GAD) to ensure every accredited Delivery Center 
operates with uncompromising security, reliability, and professionalism. Our 
integrated approach combines robust technical infrastructure with stringent facility 
controls to deliver a standardized testing experience that preserves the value of 
i3Cert credentials worldwide.

This standard applies to all organizations seeking or maintaining i3Cert Delivery 
Center accreditation. Compliance is verified through:


Initial documentation review and virtual site inspection

Unannounced technical compliance scans

Random operational audits

Annual re-accreditation review


Deviation from any requirement constitutes a compliance violation and may result 
in accreditation suspension or revocation.

1.3 Core Principles &  Requirements

1.4 Accreditation Process: Step-by-Step Guide

Fundamental Principles:

Standardization: Uniform implementation across all global centers

Isolation: Physically and logically segregated testing environments

Administrative Control: Local administrator rights for all ITS components

Professionalism: Enterprise-grade infrastructure and facilities



Absolute Prohibitions:

Virtualization of any kind (VMware, Hyper-V, Citrix, etc.)

Wireless networking for exam delivery

Non-Windows operating systems

Portable devices as workstations (laptops, tablets)

Unlicensed or evaluation software

Application & Preliminary Review


Self-Assessment & Evidence Gathering


Formal Submission & Documentation Review


i3Cert Comprehensive Evaluation


Remediation & Corrective Action


S ubmit completed application via i3Cert portal

Receive preliminary technical and facility assessment



Conduct internal audit using this document

Gather all required photos, videos, and documentation

Complete Pre-Deployment Configuration Checklist (Appendix B)



Upload all evidence to i3Cert accreditation portal

Submit signed compliance attestations

Provide network diagrams and equipment invoices



Technical infrastructure validation

Facility compliance assessment

Virtual site walk-through (mandatory)



Address identified deficiencies

Submit corrective evidence within 30-day window

1.3 Core Principles &  Requirements

1.4 Accreditation Process: Step-by-Step Guide

Fundamental Principles:


Absolute Prohibitions:


S tandardization: Uniform implementation across all global centers

Isolation: Physically and logically segregated testing environments

Administrative Control: Local administrator rights for all ITS components

Professionalism: Enterprise-grade infrastructure and facilities



Virtualization of any kind (VMware, Hyper-V, Citrix, etc.)

Wireless networking for exam delivery

Non-Windows operating systems

Portable devices as workstations (laptops, tablets)

Unlicensed or evaluation software

Accreditation Granting

Formal certification issued

Listing in i3Cert global directory

Access to production ITS environment



Ongoing Compliance Maintenance

Random audits and technical scans

Annual re-accreditation requirement

Mandatory update implementation

PART II: TECHNICAL 

INFRASTRUCTURE 

STANDARDS
2.1 i3Cert Testing System (ITS) Architecture

Approved Deployment Scenarios:

Scenario

Central Node

Use Case

Recommended OS

Network

Workgroup (1-12 
Seats)

Server (13-25+ Seats)

Administration 
Workstation

Dedicated File Server

Low-volume operations High-volume, scalable 
centers

Windows 10/11 Pro/
Enterprise

Windows Server 
2019/2022

Same VLAN/subnet 
mandatory

Same VLAN/subnet 
mandatory

The ITS is a distributed application requiring synchronized communication 
between centralized services and candidate workstations. All components must 
reside on the same Layer 2 network segment to ensure low-latency performance 
and prevent network-based failures.

2.2 Supported Operating Systems & Licensing

2.3 Server Infrastructure Requirements

Exam Delivery & Admin Workstations:

Windows 10/11 Pro, Enterprise, or Education (64-bit only)

Fully updated with latest security patches

Genuine license with digital activation



File Servers (Server Scenario):

Windows Server 2019 or 2022 Standard (64-bit)

Full desktop experience required (Server Core not supported)

Latest security updates applied

Hardware Specifications:


Software Configuration:


CPU:  Intel Xeon E-series or Core i7 (8th Gen+)/AMD Ryzen 7+

RAM: 16 GB ECC minimum (32 GB recommended for >25 seats)

Storage: 256 GB NVMe SSD minimum, RAID 1 or 10 recommended

Network: Gigabit Ethernet (1000BASE-T) dedicated to testing VLAN

Power: UPS with 15-minute minimum runtime mandatory



Anti-virus with current definitions

.NET Framework 3.5 & 4.x enabled

Dedicated service account with local admin rights

Licensing Requirements: 
All software must be properly licensed. Use of evaluation, volume-licensed, or 
unlicensed software constitutes immediate grounds for de-accreditation.

2.5 Network Infrastructure Standards

2.4 Workstation Specifications

Topology & Segmentation:


Bandwidth & Performance:


Firewall & Security Configuration:


All IT S components must reside in same VLAN and IP subnet

Dedicated network segment for testing environment

Enterprise networks must create flat testing segment



Base: 10 Mbps download / 5 Mbps upload dedicated

Per Seat: +512 Kbps per concurrent workstation

Latency: <100ms to i3Cert endpoints, jitter <30ms

Example: 20-seat center = 20 Mbps Down / 15 Mbps Up



Ports: Outbound HTTPS (443), HTTP (80), DNS (53)

Allowlisting: i3Cert FQDNs and IP ranges exempt from inspection

Proxies: SSL decryption disabled for i3Cert traffic

Administration & Proctor Workstations:


Exam Delivery Workstations:


CPU:  Intel Core i5 (8th Gen+)/AMD Ryzen 5+

RAM: 16 GB DDR4

Storage: 256 GB NVMe SSD

Display: 24-inch, 1920x1080 via DisplayPort/HDMI

USB: 6+ available ports for peripherals



CPU: Intel Core i5 (7th Gen+)/AMD Ryzen 3+

RAM: 16 GB DDR4 (16 GB if assistive technology enabled)

Storage: 256 GB SSD

Graphics: DirectX 12, WDDM 2.0, GPU Scaling enabled

Security: Auto-launch ITS Secure Browser via local policy

2.7 Prohibited Configurations & Technologies

2.6 Peripheral & Display Standards

Hardware Restrictions:


Software & Platform Prohibitions:


Network Violations:


L aptops, tablets, mobile devices of any kind

ARM architecture or low-power mobile processors

KVM switches, USB hubs on exam workstations

Touch screens (must be disabled in Device Manager)



All virtualization platforms

Non-Windows operating systems

End-of-life Windows versions

Remote access software during testing hours



Wireless connectivity of any kind

Consumer VPNs or SSL tunnels

Network hubs (non-switched segments)

Monitor Specifications:


Approved Admissions Equipment:


S ize: 24-inch diagonal minimum

Resolution: 1920x1080 native

Connectivity: DisplayPort or HDMI (VGA prohibited)

Configuration: GPU Scaling enabled, "Maintain Aspect Ratio"



Webcam: Logitech C920e/C922e Pro HD (1080p)

Signature Pad: ePadLink ePad II (VP9851)

Printing: 600 DPI laser printer

PART III: FACILITY & 

OPERATIONAL STANDARDS
3.1 Facility Evidence Submission: Photo & Video 
Checklist

Clear photo of main building entranc e

i3Cert-affiliated signage or directory listing

Parking and public transport accessibility

Panoramic Views: All corners showing fully enclosed room

Workstation Layout: 1.2-meter spacing between desk center points

Desk Surface: Clean, empty, suitable for computer and candidate materials

Walls & Environment: Bare walls, adequate lighting, no unauthorized 
equipment

Neutral Photo Background: Plain wall (white/cream/grey), no shadows/
objects

Special Accommodations Room: Separate enclosed room with CCTV/
window monitoring

Floor Plan (Mandatory): Digital diagram showing dimensions, key areas, and 
proctor sightlines

Reception & Check-in: Photos of desk, waiting area, seating, and workstation

In -Room Proctoring: Unobstructed view from Admin position

Viewing Window: Full room visibility through glass

CCTV Monitoring: Camera positions and live monitor showing all stations

Lockable Storage: Secure units with locking mechanism visible

Hardware Specifications:

Exam Delivery Room:

Support Areas:

Interior Layout & Flow:

Monitoring & Security Systems:

3.3 Check-in & Identity Verification Protocols

3.4 Candidate Monitoring & Proctoring Standards

3.2 Testing Environment & Security Specifications

Location & Segregation:


Verification Process:


P hysically separate from testing room

Cannot disturb active testing sessions

Logical candidate flow from entry to testing



Standardized ID verification procedure

Electronic signature capture

Candidate photo against neutral background

Secure storage for personal belongings before entry



Monitoring Capabilities: 
Test Administrators must continuously observe:


Candidate's face and posture

Hands and keyboard activity

Entire workspace (desk surface and monitor)

Minimized candidate-to-candidate sightlines

Physically separate from testing room

Cannot disturb active testing sessions

Logical candidate flow from entry to testing



Access Control:


Environmental Standards:


Physical Structure:


S ingle controlled entrance/exit

Emergency exits alarmed if not primary entrance

Secure storage for candidate belongings



Temperature: 22-25°C

Lighting: Stable, glare-free, no screen reflection

Noise: <45 dB ambient noise level

Power: Surge-protected, redundant internet connections



Permanent floor-to-ceiling walls

Drop ceilings only if no concealment potential

Professional, business-appropriate appearance

3.5 Staffing, Roles, and Competency Requirements

3.6 Testing Room Layouts & Configurations

Staffing Ratios:


Required Training & Certification:


I n-Room Proctoring: 1:15 Administrator to candidate ratio

Viewing Window/CCTV: 1:20 ratio with separate check-in staff



i3Cert Policy & Procedure Adherence

Advanced Identity Verification Techniques

Security Incident Detection and Reporting

Candidate Communication and De-escalation

Emergency and Evacuation Procedures



Approved Layout Designs:

Auditorium Style: Rows facing front

Angled Rows: Herringbone configuration

U-Shape/Perimeter: Walls utilized for station placement

Partitioned Clusters: Grouped stations with barriers



Universal Principle: 
 The chosen layout must eliminate monitoring "dead zones" and ensure the Test 
Administrator can observe all candidates' hands and workspaces simultaneously.

Approved Monitoring Methods:

In-Room Proctoring: Admin physically present in testing room

Viewing Window: Full visibility through uninterrupted glass

CCTV Monitoring: Live feed showing all stations simultaneously

3.7 Special Accommodations & Inclusive Testing
Room Requirements:


Authorization Process:


S eparate, private, fully enclosed room

CCTV or viewing window monitoring only (no in-room proctoring)

Adjustable furniture and accessible pathways

Noise-free, distraction-free environment



Pre-approval required from i3Cert

Official documentation of accommodation needs

Center flexibility for various accessibility requirements



PART IV: COMPLIANCE & 

QUALITY ASSURANCE
4.1 Pre-Deployment Accreditation Submission

4.2 Post-Accreditation: Audits & Ongoing Compliance

Completed Pre-Deployment Configuration Checklist (Appendix B)

Signed compliance attestations

Network topology diagrams

Equipment invoices and licensing documentation

All required photos and video evidence

Physical Audits:  Scheduled or unannounced site visits

Virtual Audits: Real-time monitoring feed review

Technical Scans: Automated compliance verification

Operational Audits: Incident log and record review

Upload to i3Cert accreditation porta l

Allow 10-15 business days for initial review

Be prepared for virtual site walk-through

Minor de ficiencies: Corrective Action Plan (30-day remediation)

Major violations: Temporary suspension pending correction

Critical violations: Immediate accreditation revocation

Required Documentation:

Audit Types:

Submission Process:

Compliance Consequences:

4.3 Incident Management & Reporting

S ecurity breaches or policy violations

Technical failures affecting exam delivery

Candidate misconduct or disputes

Environmental interruptions

Immediate notification to i3Cert via designated channels

Detailed incident report within 24 hours

Preservation of all relevant evidence and logs

Required Documentation:

Reporting Protocol:

PART V: SUPPORT &

DOCUMENTATION
5.1 Contact Information & Technical Support

Gl obal Accreditation Team: accreditation@i3cert.org

Technical Support: support@i3cert.org

Urgent Matters: "GAS COMPLIANCE ISSUE - [CenterName]" subject line

Accreditation Portal : www.i3cert.org/accreditation

Technical Documentation: i3Cert Knowledge Base

Allowlist Updates: Provided via accreditation portal

Primary Contacts:

APPENDICES

Resources:

Appendi x A: Glossary of Terms

ITS: i3Cert Testing System - secure exam delivery platform

GAD: Global Accreditation Document - this document

Test Administrator: Certified staff member responsible for proctoring

Exam Delivery Room: Secure, controlled testing environment

GPU Scaling: Graphics feature ensuring proper aspect ratio maintenance



Appendix B: Pre-Deployment Configuration Checklist

(Comprehensive checklist covering all technical and facility 
requirements)



Appendix C: Example Facility Floor Plans

(Sample diagrams of approved testing room layouts)



Appendix D: Equipment Specifications & Allowlists

(Detailed technical specifications and current network allowlists)

© 2025 International Institute for Innovative Certification (i3Cert) 
All rights reserved. Unauthorized reproduction or distribution prohibited

i3Cert Global 

Accreditation


Document (GAD)

Document ID:
Version: 

Effective Date:
Status:

 i3Cert-GAS-2.0 
2.0 
 Q3 2025 

 Mandatory for All Accredited Centers

mailto:accreditation@i3cert.org
mailto:support@i3cert.org
https://www.i3cert.org/accreditation

